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EXECUTIVE SUMMARY

Cross-border trade in goods and services on the island of Ireland has grown exponentially
over the past twenty years'. Whilst, clarity on the impact on trading relationships is yet to
emerge from Brexit negotiations, InterTradelreland is keen to ensure that cross-border trade
continues to grow. Over the past two decades cross-border trade has proven to be robust
recovering strongly from shocks such as the banking crisis, which have made local businesses

in both the Republic and Northern Ireland more resilient.

Like the rest of the developed world, technology has come to play a central role in supporting
and facilitating economic and social life. The island of Ireland has also gained very significantly
in economic terms from development of a global data ecosystem; our geographic position,
and strong links to the US have ensured that we have become host to a significant amount of

data and economic activity. Cyber security is becoming the core of this activity.

Mapping the Cyber Island seeks to shed light on the North/South linkages and connections of
the cyber security industry, and the potential supports required to buttress the sector as it
develops towards one of importance in the Republic and Northern Ireland. To add some
perspective, IDA Ireland (2018) reports that Ireland’s cyber security sector employs
approximately 6,500, whilst the cyber security sector in Northern Ireland employs almost
1,700 people with over 75 companies operating in Northern Ireland (Computer Weekly,
2019). There is an ambitious target of having 5,000 employees in the sector by 2030 (NDNA,
2020).

Cyber Security is often described as the means of ensuring the confidentiality, integrity,
authenticity and availability of networks, devices and data. However, as network and
information systems become more embedded and complex, securing these becomes
simultaneously more important and difficult. While these responses have evolved quickly in
an attempt to keep pace with technological and market developments, this process is made
vastly more challenging by the extremely dynamic nature of developments, both in terms of

technology and in terms of the global strategic environment (Government of Ireland, 2019b).

! https://intertradeireland.com/insights/publications/a-simple-guide-to-cross-border-business-latest-edition/
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To gain perspectives on the supports required to link cyber security firms in the Republic and
Northern lIreland, the authors worked with Cyber Ireland 2 and NI Cyber, two cluster
organisations which bring together Industry, Academia and Government to represent the
needs of the Cyber Security Ecosystem. These clusters aim to enhance the Innovation, Growth

and Competitiveness of the firms and organisations that make up their respective clusters.

A V-LINC analysis was applied to understand the linkages and connections which cyber

security firms in both the Republic and Northern Ireland engage in from local, crossborder
and international perspectives. V-LINC provides a framework within which to interview a
sample of firms in a sector, to understand the business linkages which these firms operate
across their value chain, regulatory, RD&I and training functions. V-LINC uses specially
designed software to visualise this information to provide a geographic footprint of the firms’
connections. The business impact of firms’ linkages is also measured. When respondent firms’
data are combined, visualised and analysed an understanding of the various linkages that
clustered firms engage in, allows targeted policy recommendations to be developed to

solidify strengths and address cluster weaknesses.

The Mapping the Cyber Island analysis provides a thorough account of the types, geographic
scope and impact of linkages which a sample of 11 member firms from Cyber Ireland and 10
from NI Cyber engage in. One of the benefits of the V-LINC analysis is its ability to visualise
the connections between various actors in a cluster ecosystem. Examples of the connections
respondents have, are showcased in Figures 1 and 2 which visualise the value chain (customer
and supplier) linkages reported by firms from Cyber Ireland (Blue) and NI Cyber (Red). These
connections are shown locally and nationally in Figure 1, and across Europe and
internationally in Figure 2. A highway of linkages between the South West and Dublin exists
(Cyber Ireland respondents), whilst similarly numerous linkages between Belfast and London
are apparent (NI Cyber respondents). Cyber Ireland respondents are heavily connected across
Europe, whilst further afield both Cyber Ireland and NI Cyber firms have numerous

connections with North America and Asia.

2 Cyber Ireland is a national cluster organisation which brings together Industry, Academia and Government to represent the needs of the
Cyber Security Ecosystem across the Republic of Ireland. Its aim is to enhance the Innovation, Growth and Competitiveness of the companies
and organisations which are part of the cluster. In this report a sample of member firms from the South West of Ireland were interviewed
to gain an understanding of this specialisation of Cyber activity in Ireland.
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Figure 1: Local and National value chain (customer and supplier) linkages reported by the

member firms of Cyber Ireland (Blue) across Ireland and NI Cyber (Red) across the UK.

Google

Figure 2: European and International value chain (customer and supplier) linkages reported

by the member firms of Cyber Ireland (Blue) across Ireland and NI Cyber (Red).

If we focus on customers, or output linkages alone, Figures 1 & 2 above show the importance
of global markets for cyber security firms. Cyber Ireland respondents (Blue) report that 95%
of Output linkages are reported outside Ireland, with 54% destined for the European
marketplace and 41% for International markets. Whilst NI Cyber firms report that 86% of
output linkages are outside Northern Ireland, of which 23% is destined for the UK, a further

17% for the European marketplace and 46% with international customers.
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When analysing the V-LINC results from Cyber Ireland and having reviewed Ireland’s National

Cyber Security Strategy 2019 — 2024 (Government of Ireland, 2019b) and Future Jobs 2019

(Government of Ireland, 2019a) the following policies are proposed to support the

development of the cyber security sector in Ireland.

1. Support and Strengthen collaborative R&D linkages with academia and industry, through
i) a dedicated national cyber security research centre and ii) collaborative national funding
programmes for R&D.

2. Prioritisation of Training and Education supports to address critical skills shortages in
cyber security.

3. Connect Multinational and Indigenous players across the Island of Ireland.

Further context and support for these recommendations are outlined in the section V-LINC

Highlights — Cyber Ireland (South West), as part of this report.

When analysing the V-LINC results from NI Cyber and reviewing Cyber Security: A Strategic
Framework for Action 2017-2021 and UK National Cyber Security Strategy 2016-2020 the

following policies are proposed to develop the Northern Ireland cyber security sector.

1. Further develop and support NI Cyber as a cluster organisation with responsibility for the
cyber sector in Northern Ireland.
2. Prioritising facilitation of B2B and academic research and development linkages.

3. Facilitate and Focus on the Internationalisation of Micro and SME Cyber Firms.

The context and support for these recommendations are outlined in the section V-LINC

Highlights — NI Cyber (Northern Ireland), as part of this report.

To connect these recommendations from an all island perspective, there is opportunity
through leveraging the InterTradelreland Synergy3 programme to jumpstart the connection
of both collaborative B2B trade and RD&I between industry and academia by identifying a

common pathway to solve shared problems in both Ireland and Northern Ireland.

3 Synergy is InterTradelreland’s cross border cluster initiatives that aims to increase the growth and
competitiveness, by supporting synergistic cross-border connections between networks, partnerships, sectors
and clusters on the island of Ireland. https:/intertradeireland.com/corporate-information/our-strategy/

5
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Finally, regarding current trade levels and appetite for cross-border collaboration the V-LINC
interviews also sought to ascertain current levels of trade and interest in collaborative
opportunities to further connect the sector in Ireland and Northern Ireland. Table 2,
showcases that half of the respondents in both jurisdictions are trading with counterparts

across the border, albeit at low levels of overall turnover in the majority of instances.

In Table 3, it was clear that respondents from Ireland (91%), and Northern Ireland (70%) were
interested in participating/attending in cross border conferences. This was followed by
networking with respondents from Ireland (73%), and Northern Ireland (60%) interested in
participating — with Business Collaboration / Pitching / Elevator Pitches mentioned by

respondents.

Respondents from Ireland (73%) were interested in visiting Belfast to look at the resources
such as, CSIT and the Digital Catapult, whilst only 10% of Northern Ireland respondents were
interested in visiting Ireland. It cannot be underestimated the focal point such R&D and
enterprise support incubators can provide for a sector in a region, and it is obvious that the
respondents from the Republic of Ireland are aware of the world class standing of both CSIT
and the Digital Catapult. It is also understandable that there is no equivalent in the Republic
of Ireland focused on cyber security that has built such a reputation and this effectively
explains the lack of interest in study visits from Northern Ireland respondents as there is no

focal point for the sector in Ireland.

Mapping the Cyber Island sets out a pathway upon which Cyber Ireland and NI Cyber can
embrace the present challenges faced by the cyber security sector, their members and take
advantage of the enterprise and job creation opportunities flowing from these global
technological developments. This report develops a series of recommendations designed to
address some of the complex challenges currently facing Cuber ireland and NI Cyber members

associated with sustaining and growing the number of people employed in this sector.



INTRODUCTION

InterTradelreland have funded a V-LINC analysis of a sample of Cyber Security firms

connected to Cyber Ireland and NI Cyber to understand the ecosystem in which firms at one

end of the island (South West) operate in when compared to the other (Northern Ireland).

The V-LINC methodology identifies, records and analyses the linkages that firms in sectors and
clusters engage in. V-LINC was developed in Cork Institute of Technology to enrich academic
literature on clusters. V-LINC visualises information on the geographic footprint of cluster
ecosystems, whilst measuring the perceived business impact of cluster linkages. Through an
understanding of the various linkages that firms in a cluster engage, targeted policy

recommendations can be made to build on strengths and address cluster weaknesses.
The benefit of the Mapping the Cyber Island report is twofold:

e The analysis provides a thorough account of the types, geographic scope and impact of
linkages which a sample of 11 member firms from Cyber Ireland and 10 from NI Cyber. This
provides an in-depth understanding of the value chains these firms engage in and a gap
analysis of their current needs. It supports the respective Cluster Managers in each

jurisdiction to understand their members and represent them more effectively.

e Collectively the analysis provides a cluster mapping and visualisation of the members of
Cyber Ireland and NI Cyber and their Irish, European and International connections, providing
an overview of the strengths and potential gaps with each cluster ecosystem. This data will
highlight current and new areas for collaboration from product, service, research, innovation

and / or training perspectives.

As the cyber security sector on the island of Ireland develops and expands it is important that
industry players, business support organisations and policy makers understand how the cyber
security ecosystem operates along with its external relationships. So that collaboratively, they

can deliver growth and employment through supportive policies.


https://www.cyberireland.ie/
https://www.nicyber.tech/
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It is an exciting time for clustering on the Island of Ireland as organisations like the

Department of Business, Enterprise and Innovation in Ireland, Department for the Economy

in Northern Ireland, IDA Ireland, InterTradelreland, Invest NI and Enterprise Ireland are

beginning to promote and support clustering as an economic development tool through

initiatives like the Collaborative Growth Programme, Regional Economic Development Fund

and Regional Technology Cluster Fund. Whilst these cluster programme support initiatives

are positive, there is also a need for a clear framework of what constitutes a cluster and what
is their role in supporting economic development. In the absence of clarity and formalised
national ROl and UK clustering policies, standalone supports for clustering could result in a
haphazard approach and detrimentally effect the long-term supports for, and benefits of,

clustering on the island of Ireland.

This report begins by outlining the definitions for a cluster, cluster organisation, and cluster
initiatives. Next it describes why cluster mapping and visualisation is an important tool in
understanding an ecosystem — and showcases the V-LINC methodology which is applied in
this research. A short introduction to cyber security is provided, after which a synopsis of the
V-LINC analysis reports for Cyber Ireland and NI Cyber, including key recommendations, are

proposed.

The final section showcases the ‘Map’ of the Cyber Island, which identifies the key cyber
security players in the South-West and North of the island. The report concludes by
presenting the areas where firms interviewed as part of the study believe there are

opportunities for collaboration between the both clusters.


https://dbei.gov.ie/en/
https://www.economy-ni.gov.uk/
https://www.economy-ni.gov.uk/
https://www.idaireland.com/
https://intertradeireland.com/
https://www.investni.com/
https://enterprise-ireland.com/en/
https://www.investni.com/collaborative-growth-programme
https://www.enterprise-ireland.com/en/funding-supports/REDF/
https://www.enterprise-ireland.com/en/funding-supports/Regional-Technology-Cluster-Fund/RTCF/
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CLUSTERS AND CLUSTER ORGANISATIONS

Clusters are characterised by their industrial specialisation and an above average
concentration of employees within that industry, for example: Italy’s sports car cluster,

Modena; chocolate in Switzerland or filmmaking in Hollywood, USA.

Some key definitions are:

e Acluster “is a geographical proximate group of interconnected companies and associated
institutions in a particular field, linked by commonalities and externalities" (Porter, 1990).

e A ‘cluster organisation’ on the other hand is a formal institution that is established to
facilitate increased interaction and cooperation between participants in the cluster, often
with public development agencies as important contributors.

e A ‘cluster project/initiative’ is a targeted effort over a limited period to strengthen and
accelerate development of the cluster. This is achieved through a wide range of strategic

activities aimed at strengthening a cluster's and participants' competitive positions.

Another hallmark of clusters is that due to their overlapping industries and geographic
proximity, there are significant knowledge spill-overs between firms and institutions. These
can occur formally at seminars organised by a cluster manager, or casually when two
professionals meet by chance at a cafe. These spontaneous connections, catalysed by

overlapping industries and proximity, characterise a cluster.

There are two types of clusters: local clusters are found everywhere, while traded clusters are
found only in specific regions with factors conducive to the trade of goods and services across
jurisdictional boundaries, such as between provinces. Local clusters primarily serve the local
market, such as retailing centres or utility companies. Traded clusters have an international
client base and include well-known exporting industries such as aerospace, automotive

production, biopharmaceuticals and cyber security.

Traded clusters also include non-exporting firms such as educational institutions and
hospitality/tourism, whose revenue is generated by foreigners paying for goods and services.
Since traded clusters are able to access a larger customer base by exporting, they are, on

average, more innovative and profitable than local clusters.
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WHY IS CLUSTER MAPPING AND VISUALISATION IMPORTANT?

Visualisation of cluster ecosystems offers insight into how a cluster functions, who the key
actors are and how they are connected, offering a picture of multi-stakeholder network and
the variety of different relationships featured across different actors. Whereas multi-
stakeholder approaches focus on focal organizations (Freeman, 1999), cluster analysis

encompasses many organisations, a variety of relationships and a geographical scope.

Clusters are dependent on external factors. It is not uncommon to find highly localized
clusters with stronger foreign ties in, for example, research collaborations than with domestic
research institutions. For this reason, a network analysis is useful for gauging a cluster’s

various strengths and weaknesses.

To visualise a cluster ecosystem, key linkages must be identified and measured utilising:

e amethod to collect firm linkage data;

e analysis to produce targeted policy initiatives.

V-LINC methodology (Byrne, 2016) adapts the Four i Linkage Scale (Hobbs, 2010) and
incorporates network theory to support data collection applicable across clusters and regions.
It places firm linkages at the core of the analysis and builds on social network analysis maps
(although V-LINC does not employ techniques of social network analysis). To generate a
visualisation of the linkages engaged in by firms in a cluster and plot the linkages

geographically a software tool was developed.

V-LINC facilitates policy development at local and national levels through the aggregation of
data from a sample of firms. Confidentiality of firms’ linkages is maintained throughout the
entire process. The result of this type of analysis is two key pieces of information which can
inform cluster policy: which linkages exist, if any, between players, and the strengths of the
bonds between different actors. Most importantly, at this stage, cluster organizations and
policy makers will know all linkages between the private sector, academia, and government,
and can subsequently implement policies to target weak points in a cluster, or to develop

local skills (rather than relying on outside talent.)

-10 -
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MEASURING LINKAGES

In measuring linkages, categories of linkage must be identified. In a cluster, co-located firms
are connected in some way which results in superior performance, relative to spatially
dispersed non-cluster firms (Porter, 2000b). Significantly, geographic proximity does not
guarantee the benefits of agglomerations and clusters (Bathelt et al., 2004; Boschma, 2005;
Tallman and Phene, 2007). It is the social networks that are generated across cluster actors
that explain at least part of their performance, and innovation (Owen-Smith and Powell, 2004;
Singh, 2005; Whittington et al., 2009). A network “consists of a set of actors or nodes along
with a set of ties of a specified type that link them,” (Borgatti and Halgin, 2011, p. 2) which,
from the perspective of economic geography, implies something in the nature of the

connections between firms (and cluster actors) influence the local economy.

Connections between actors within and external to a cluster, serve various purposes. Porter
(1998a) delineates these linkages as vertical relationships (between buyers/customers in the
value chain) and horizontal relationships (across an industry for firms with similar
technologies or customers). Historically, measuring input and output links has provided the
backbone to research studies on concentrations of firms (Porter, 1990, 1998b; Solvell, 2008;
Solvell et al., 2009). Porter’s (1998a, p. 78) theory further highlights the importance of
linkages with other “governmental and other institutions, such as universities, standard-
setting agencies, think tanks, training providers, and trade associations, who provide
specialised training, education, information, research and technical support.” The latter

support collaboration and serve a productivity-enhancing purpose for the cluster.

Hence, the first step in measuring linkages demands defining the category of linkage. V-LINC
builds on value chain transactional approaches, and records linkages across eight different
categories derived from cluster theory on linkages (Marshall, 1890; Porter, 1998a and

Leydesdorff, 2012). The eight linkage categories are presented in Table 1.
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1. Government Agency linkages (GA): comprise all forms of linkages to government
departments and agencies including state support for enterprise; e.g. regional authorities
and local government agencies.

2. Industry Association linkages (lA): includes all memberships and relationships with
organisations for collaboration; e.g. industry association groups, chambers of commerce,
cluster organisations.

3. Industry Peer linkages (IP): defined as formal and informal relationships with companies
in similar or related industries, e.g. related via shared technologies or targeting
complementary markets.

4. Input linkages (IN): links with suppliers of raw materials, goods and services with a critical
impact on the end product or service of the surveyed firm.

5. Output linkages (OU): relate to customers of a surveyed firm and channel sellers from
both a goods and services perspective. Outputs may be with individual customers or
assigned to customer segments and regions.

6. Research and Development linkages (RD): include research and development
relationships between companies and also with academic and research institutes.

7. Specialist Service linkages (SS): relationships with vendors who supply other essential
services to a surveyed firm (outside of inputs) where expertise or capacity unavailable in-
house e.g. services specific to an industry, distribution, IT, consultancy, marketing,
financial and legal services.

8. Training linkages (TN): including third parties providing specific training /learning for
employees, e.g. relationships with academic institutes for modules addressing skills needs

now/for future.

Table 1: V-LINC: Linkage Categories

V-LINC provides a flexible framework to investigate cluster boundaries, or local geographic
scope. Clusters are not necessarily limited to administrative or geographical boundaries, but
have a geographical centre (Christensen et al., 2012). Cluster boundaries may be defined by
administrative regions or distances/times employees are willing to travel (Rosenfeld, 2002);

a standard radius of two hours driving time is used by Lublinski (2002).

- 12 -
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The ‘local’ boundary is defined using three questions:

1. In what geographic area are firms participating in the cluster resident?

2. What administrative region(s) does the cluster encompass e.g. a NUTS level 1, 2 or 3
regions?

3. Isregular face-to-face contact between the actors in the cluster possible (e.g. are the

firms within 150km or two hours driving time of the centre)?

Linkages outside the cluster locality, but within the country, are regarded as external to the
cluster, and are defined as ‘national’; linkages with firms outside national boundaries but
within Europe are denoted ‘European’; remaining linkages are ‘international’ (for our context,

outside of Europe).

Business Importance of Linkages: V-LINC adopts a Four i Linkage Scale (Hobbs, 2010) relating
each of linkage to four dimensions of Intensity, Importance, Involvement and Investment.
The opinions of company personnel on the eight linkages and four dimensions and are
collected through a series of Likert scale responses from structured interviews. The Likert
scale used converts qualitative judgements into numerical data to be compared and subjected
to further analysis. . Each dimension is scored from 1 — 10 by interviewees with the summation
of results for the four dimensions providing the business importance score for each linkage
out of a maximum score of 40. Scores for each linkage fall into one of four bands for ease of
interpretation: “High” Band (>30 to 40), “Medium” Band (>20 to 30), “Low” Band (>10 to 20)

and “Tenuous” Band (1 to 10).

Taking into account both the nature and extent of linkages allows for in-depth understanding
of linkages and network features of a cluster. Such information allows researchers to
determine which types of linkages are most and least important to firms, at what geographic
scope the most important linkages occur and how important local/other cluster linkages are.
Furthermore, it is possible to identify which are the most significant organisations within the
cluster to specific firms. This data can also act as an evaluation technique for organisations
involved in supporting business development e.g. industry associations and government

agencies.

- 13-
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The V-LINC method to collect firm linkage data takes consideration of the Tailored Design
Method - TDM (Dillman et al., 2014), which asserts that survey response can be explained in
terms of the theory of social exchange. TDM provides a comprehensive set of theoretically
based and empirically tested guidelines for survey design, questionnaire construction and
guestionnaire implementation (Fahy, 2001). In the research design, the following aspects are
considered from TDM: 1) How can the perceived rewards for responding be increased? 2)
How can the perceived costs for responding be reduced? 3) How can trust be established so

that people believe the rewards will outweigh the costs of responding?

PHASES IN APPLICATION OF V-LINC

Regional Review: Before V-LINC is applied to a cluster, a review of the regional context is
conducted to establish its important characteristics including geographic and economic
indicators (location features, GDP, employment and enterprise statistics). Relevant economic
and industry policies are reviewed to provide additional context for later analysis.
Additionally, descriptive information on the local cluster and/or industry organisation is
collated. Backgrounding the regional context provides quantitative and qualitative

perspectives prior to interviews with cluster members.

Cluster Definition: Defining the cluster is the next phase and involves delineating which
industry sectors are incorporated within the cluster definition and its geographic boundaries
(i.e. what constitutes ‘Local’). These are defined in collaboration with a local partner
organisation (trade association, chamber of commerce or cluster organisation). Firms in the
local region constituting the population of the cluster are then identified and from the target
population a sample of firms are selected to interview (due to the resource-intensity of face-
to-face interviews). Sampling of firms from the cluster population is conducted in
collaboration with the local partner organisation to gather a non-probabilistic sample. While
the approach does not allow for generalising about the population, it permits study of select
firms, which as active cluster members are open to participating in such analysis. The
approach has the advantage of enabling policy initiatives to be developed — with increased

likelihood of participation and potential to benefit relative to non-cluster members.

- 14 -
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Invitation to Participate: The selected sample of firms is invited to participate. An invitation
to potential participant firms includes: the aims of the study, short description of the type of

information requested, time commitment involved, and why they should participate.

Data Collection & Facilitation: Interviews are arranged typically at the firm’s premises (or the
local partner organisation’s office). Personnel with potential knowledge of the linkages in the

eight V-LINC linkage categories are selected for interview.

Data Validation, Upload and Visualisation: Upon completion of interviews, data is checked,
validated and uploaded to the software. To check and validate the data, any errors made
while filling out the data collection form need to be identified and then rectified. The region
and street address of the linkages are cross referenced using Google Maps and input into the
Excel worksheets. V-LINC software uses Google Maps and a built in “find” function, which
checks if V-LINC can verify the correct address for each linkage on Google Maps. This permits
the researcher to identify when the recorded address gives an incorrect location, thus
ensuring accurate mapping of firms’ linkages. The V-LINC software converts the data into
visual maps and tabular form to generate a report for each firm. Linkage data across sampled
firms are collated to generate a cluster report. From the V-LINC data, Key Connectors for the
cluster are identified through the number of linkages they have with respondent firms, and
subsequently the importance of those linkages to respondents is reported. The perceived
significance of key connectors allows for evaluation of their role and importance to the firms

- which is an important parameter in gauging how crucial the key connectors are.

Data Interpretation and V-LINC Reports: The final phase in the V-LINC process consists of
analysis of data and visualisation within the regional context. Policy initiatives are developed
from the results to address weaknesses and leverage strengths of the cluster. Policy initiatives
are developed with the expert judgement of the local partner organisation, improving the
validity of the initiatives and their fit with the region and cluster specificities, to maximise
their value, practicality and achievability for cluster members. A standardised firm report is

provided to each participant firm and cluster report to the key stakeholders.

The next section looks at the cyber security sector, its role in our lives, the European market

and introduces the context in the South West of the Republic of Ireland and Northern Ireland.

-15-
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CYBER SECURITY

The European Union Agency for Network and Information Security (ENISA) defines cyber
security as “all activities necessary to protect cyberspace, its users, and impacted persons
from cyber threats” (ENISA, 2017). Cyber security has over the past decade become a priority
for governments, companies and citizens. This focus on cyber security grows with each
cyberattack or data leak, and garners increasing media coverage. With the digital
transformation of all sectors of society, cyber security has become a crucial issue with growing

needs for smart and user-friendly solutions designed to secure digital systems at large.

Confronted by the necessity to improve EU cyber security in order to ensure the safety and
resilience of the economy and society, EU institutions and Member States are strengthening
the regulatory framework. Measures have been taken to tackle cyber challenges, including

the establishment/reinforcement of national/European cyber security strategies .

The first EU-wide Cybersecurity legislative act was the NIS Directive (Network and Information
Security directive, part of the EU Cyber Security Strategy), adopted in 2016. The NIS Directive
sets mandatory minimums for cyber security capabilities in Member States for the protection
of critical sectors. Seven categories of OES (Operators of Essential Services) are identified in
the Directive: Financial market infrastructures, Banking, Transport, Drinking water supply and
distribution, Healthcare, Energy and Digital infrastructure. In June 2019 the EU Cyber Security
Act sets the legal framework of the Digital Single Market, updating the mandate of the EU
Agency for Network and Information Security (ENISA) and enabling the creation of an EU

cyber security certification scheme for ICT products, services and processes.

The objective of the Digital Single Market is to eliminate unnecessary regulatory barriers. Such
measures could, according to the EC, contribute €415 billion annually to the bloc’s growth,
boosting employment, competition, investment and innovation. In the long run, the Digital
Single Market initiative will likely generate significant market opportunities, with the

European cyber security market expected to grow to over €31.5 billion by the end of 2019.

* "Cybersecurity in the European Digital Single Market", High Level Group of Scientific Advisors, Scientific
Opinion n°2, Scientific Advice Mechanism (SAM), European Commission, 2017, URL:
https://ec.europa.eu/research/sam/pdf/sam_Cybersecurity_report.pdf
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The dominant position of US IT and cyber security firms could pose difficulties for the
emergence and scale-up of European actors. Europe boasts an expanding number of niche
companies offering cutting-edge technologies, and quality Research and Development. This,
combined with recent regulations to strengthen cyber security capacities across the EU, could
lead to a window of opportunity for European cyber security providers. Proposals for a
"European Future Fund" could see €100 billion go to high-tech European companies, enabling

them to compete with larger US or Chinese players such as Google, Apple and Alibaba.

IDA Ireland (2018) believe Ireland’s second city ‘Cork’ in the South West is a hidden gem for
Cyber Security. There are close to 60 overseas technology companies in Cork, in
manufacturing, software development and global business services. More than 1,000 people
work in the Southern region (Cork and Kerry) in cyber security companies or others with
specific security operations (lreland’s cyber security sector employs approximately 6,500).
Trend Micro was the first security company to set up in Cork over 15 years ago, now employ
over 250 people. McAfee employs more than 350 people at its Cork site, which includes a
security operation centre, engineering and Advanced Threat Research team. Others in the
region include Cylance, Malwarebytes, eSentire, AT&T Security, Sophos, TransUnion, and

Keeper Security. Since 2013, pure-play firms have announced 850 jobs in the South West.

Cyber security research in Ireland is dispersed across a number of academic institutes and
national research centres. For example across the academic institutes, there is: UCD Centre
for Cyber security and Cybercrime Investigation (Cybercrime & Fraud Analysis), Cork Institute
of Technology (Threat Detection & Networks), UCC Computer Science Centre (IT Security &
Cryptography), University of Limerick Data-Comm Security Laboratory (IT Security &
Cryptography), National University of Ireland Galway (M2M Security). In the Science
Foundation Ireland National Research Centres, there is security research applied to Software
Engineering (LERO), Data Analytics (INSIGHT), Future Networks (CONNECT), and Smart
Manufacturing (Confirm). However, a difficulty of the current research landscape is that there
is no dedicated national cyber security research centre, which makes it difficult for industry

to engage with academia and a lack of a co-ordinated national approach to cyber research.

-17 -



CORK
4]} #%%HL%TL%%FY Mapping the Cyber Island

INSTITIUID TEICNECLAIOCHTA CHORCAI

An analysis of the UK's cyber security industry prepared by Donaldson et al. (2020) Cyber

Security Sectoral Analysis 2020, showcases that the industry at the end of 2019 was worth an

estimated £8.3 billion, with total revenues in the sector up 46 per cent from £5.7 billion in
2017. The number of active cyber security firms in the UK is over 1,200 at year-end 2019, with

approximately 43,000 full time employees working in the cyber security sector.

The cyber security sector in Northern Ireland employs almost 1,700 people and is on course
to generate over £70 million in salaries each year, with over 75 companies operating in
Northern Ireland (Computer Weekly, 2019). There is an ambitious target of having 5,000
employees in the sector by 2030 (NDNA, 2020).

Critical academic/research supports in Northern Ireland have been central to the

development of cyber security. Centre for Secure Information Technologies (CSIT), Queen's

University Belfast, which is the UK's Innovation and Knowledge Centre. To work with industry,

CSIT provides academic and engineering support for the London Office for Rapid

Cybersecurity Advancement (LORCA), to help start-ups to scale at pace, to access and grow

into new markets, secure further investment, and recruit and retain talent. The sector is
further boosted by the expertise in Ulster University (UU) which conducts world-leading
research in intelligent systems, assistive technologies, next generation networks, and
semantic analytics, within their four highly active research groups and centres. These include:

Artificial Intelligence; Cognitive Analytics Research Lab (CARL); Intelligent Systems and

Pervasive Computing research groups and centres.

Another element in the cyber security ecosystem is the Digital Catapult Centre Northern
Ireland, based in the Titanic Quarter. The Digital Catapult focuses on being at the forefront of
innovation by building partnerships and bridging the gap between industry and academia,
whilst working closely with Invest NI and the Department for the Economy. Working closely
with a network of organisations from all over the region, Digital Catapult Northern Ireland
shares the mission of supporting companies based in the region to scale and grow by realising

and adopting innovative digital technologies.
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HOW WILL LEAVING THE EU IMPACT ON THE UK’S CYBER SECURITY?

With the UK having a large proportion of the European cyber security market, it is prudent to

mention some of the elements which may be impacted by Brexit. As the transition period is
in place until December 315, 2020 with the possibility of it being extended upon agreement

from both sides. During this time most agreements currently in place will remain.

Although the UK has ceased its membership of the EU’s political institutions, including the
European Parliament and EC, it will have to follow EU rules and regulations. The Information

Commissioners Office (ICO) says it will be ‘business as usual’ for data protection a